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Data Governance Policy Bins and Targets
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Core Data Governance Committee to
create the policy and governance
framework for Executive Leadership to vet
and approve
Executive Champion:
» Defines the metrics of successful data
governance initiative
» Promote the importance of participation
within the business units to define data
standards, policies, and use
Business and Technical Champions:
Direct the vision and technical
implementation of an integrated data
standard for operational and strategic
decision-making



Set the Policy + Governance Framework

g Create or update
existing organizational
policies for acquiring
data via new
applications or
exchanges

Data Acquisition
via Applications

-
» Create or update

existing organizational
policies for using
agency data for
reporting — operational,
research,
internal/external

Reporting and data

4 : :
* Include/operationalize

data governance
framework and method
into agency policies as
attachments and/or
separate policies
targeting governance
domains

Operationalize data
governance
framework into

policy

-
« Data governance

~

strategy and policy are
a combined set of
organizational directives
and framework for
“doing the work” of
governance

Data governance

as a set of policies




The Policy Revision Journey

April 2024

 Data Governance
Initiative Kickoff

May 2024

» Weekly Data
Governance Policy
Revision Meetings
Start

August 2024

* Deliver data
governance policy
to leadership for
review and
approval

September 11, 2024

» Updated data governance
policy released on
DBHDD’s PolicyStat




Data Governance Policy
Update — 23-302


https://gadbhdd.policystat.com/policy/16510076/latest
https://gadbhdd.policystat.com/policy/16510076/latest

* Do the data already exist
within the enterprise? If so,
how do we make it
accessible to the end user?

Accessibility

» Make sure the data that
exist are available to the
end user when, where, and
how it is needed.

(- Does the data collection
conform to DBHDD privacy
policies?

* Have we documented how
the data have changed,
when/if it was moved, and
who interfaces with the
data?

Auditable

Data Governance Policy Highlights

AR
* How do we ensure the data
we have and will collect are
of good quality?

(. Is there an SSP completed A
on the system?

* Is there a process for
reviewing and approving
end users?

* Are users only given the
minimum necessary
sensitive data to do their

work?

* Are the data we are
collecting given clear
meaning that is widely
understood across the user
base?




Data Governance Going Forward

|dentify minimum datasets for each 0 — |dentify data entities and data
@ﬁ of our applications that need to be o — sources across the enterprise —
available for reporting and S SSP.

applications across the enterprise.

Monitor creation of new datasgts new and ongoing data collections
and data elements and reconcile including: controlled

conflicting definitions where vocabularies/lists; values range and
necessary. uniqueness checks; date rules;
data type definitions, etc.

ﬁ' Develop data quality standards for



Data Governance in
Pictures — Who
does what?

Data Governance Operationalized

‘Works with Data
Managers to
=l am end
applications based
on feedback

Stepin
larger
process
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Data
Governance in

Pictures — The
Technology to
Governance

Application Developer/
Individual Application Data

Catalog

Business needs and rules govern
data entry and data quality. As

new collections are necessary or |

designed, developers look
across enterprise applications to
ensure necessary data are not
already captured or available

elsewhere.
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Data Stewards, Data Managers, Data in a centralized repositary
and Data Analysts work that is used for reporting to

together to develop conformed inform strategy and operational

dimensions, minimum datasets, decision-making. Data are

and data pipelines. Imposition = u:a‘ralcugu?d, conformed, and
I~ of data consistency and quality governed. Enterprise recognizes
tiales soenrs st thicdata a central location where the
movement and integration most accurate, quality, and
level. timely data reside. The
implementation of governance
domains: data quality, and data
consistency occur at the
repository level.
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Businessintelligence Governance
determines what data are
analyzed, how they are analyzed,
what is reported, and what is the
reporting process.
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Leveraging Existing Practices
for Implementation: Integrating
Data Governance within the

SSP



Integrating Data Governance with the SSP

System Security Plans
(SSPs): ensure that
applications are secure
and consistent with
National Institute of
Standards and
Technology (NIST)
cybersecurity
guidelines.

Business Impact
Analysis (BIA): planning
for the impact of an
outage and allows for
prioritization of
application recovery.

Annual process

Provides structure for
ownership and
accountability



10. Information System Categorization:

Two new Columns Added to Question 10

Data Set

Data Collection-Method

Data Type

Est. # of Person
Records

Confidentiality

Integrity

Availability

(HIGH/MOD/LOW

)

Personally Identifiable
Information (PII)

25

Personal Health Information
I(PHI)

ensitive Personal
Information (SPI)

|Financia| (PCI, EFT, etc.)

Medicaid Confidential Data
(eligibility, payments,
ervices, investigations)

IProvider Information

Client interaction information

Other (name)

Highest Information Type

Impact

#N/A

#N/A

#N/A




Drop Downs for New Columns

Data Set Data Collection Method
Data Set Data Collection Method Dz

Billing, Insurance, Accounts _
Batch Upload of Flat Files

Client Asseszsments, Service Plans, P ™

Client Supplied - Direct Data Entry

Client Incidents, Incident Follow-Up
- Client Supplied Manual
Client Intake Form -

Data Exchange from another administrative system
Medicaid numbers, eligibility, claim:
o _ Provider Direct Data Entry
Medications, diagnoses, clinical and

_ _ - staff Collected Verbal - Data Entry
Provider Certification History -
Pr
Provider Licensure vl Cli



Operationalizing Data Governance Policy

11a. Who are the responsible parties for the
abplication?

Title Organization Name Title Email Phone Data Role

19a. Does the system contain the Carelon Identifier

11b. Are data from the application transferred to the (CID) as an individual identifier field?
data repository?

19b. Does the system contain the AvatarID as an
individual identifier field?

11¢c. How much of the data are transferred to the data

repository?
20. How are PHI data from this application manipulated
for reporting?
21. Do the application’s audit tables capture changes to
Data ) L every field?
accessibilit Auditability
y and Secu r|ty 22. Do the application’s audit tables capture which

users have looked at a record?

23. Do the application’s audit tables capture which
users have changed a record?




Scraping Data from Collection Sheet

anged a record?
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PowerBl Development and Publication Process

I SharePoint Site
I I I - Data User/Requestor Data Model Developers PowerBIl Report Developers PBI Management Team M
ntelligence
- Submits ZenDesk Ticket requesting Build data Ligises with data requestor
ove rn a n ‘ e I n data/re port Models based to identify fields necessary
on required to answer questions posed
n fields
Pictures — Who
s the requestor asking for data fr
DBHDD Applications or data s
oes wha
] begins developing

: report from .
Data Mndel is SharePoint list ‘Give permission to report
connectew o PBI requestorto UAT site to
Desktop for PBI test PBI Dashboard

Switches pbix report
connection to UAT
Semantic Model

Are data in

standardized Excel L Report Developer PBI Report |
that can be ingested to begin data Developers { Embeds PBI report
to a table? analysis and foa transform data to -~ links on PHI
i t stor’
dasbhoarding e ::‘E:‘; or.= SharePoint site for
Division

Request tabled until
data can be
standardized Builds tables in 5QL
Server and ETL Process to
ingest files

Reviews data mode|, report, and
transformations and provides
feedback to report developers

Switches .pbix report
LI ploads finalized report to PBI Sharepoint connection to Prod
site for promotion to UAT Semantic Model

>

Meet with requestorto Embeds PBIreport

Amend data ensure data transformations links on Non-PHI

maodel view to conform to expectations and Publish .pbixto Production SharePoint site for
add/remove definitions Report Workspace for Division

fields as Division

necessary

Do the data model and analysis
meet requirements?

Assigns Group Permissions
and sends report link to
SharePoint Site Mgr

PBISharePoint Prod Folder

Does Dashboard contain
PHI?

Dashboard ready to finalize?

Removes permissions to UAT dasbhoard

Report Development Phase




Release Management and Quality Assurance

Dashboard Design

Dashboard Clarity and

Instruction

Report Analyst Manager

DBHDDTheme JSON File is applied

All filters aligned right or across the top

All visualization borders align on each dashboard page
Categorical variables in filters are alphabetically sorted
Date lists are sorted oldest to newest

Visualizations are appropriate to the content or metric

Report Analyst Manager

Instruction/Definitions page is clear and provides
dashboard navigation roadman: defines each tab

All visualizations are labeled in plain English

Data transformation and calculations are properly

defined
Contact information for the primary analyst and

business SME are provided

Dashboard purpose and uses are clearly defined

=

(X5}

DBHDD PowerBl Dashboard Production Release

Production Readiness Checklist

Insfructions: Managers and supervisors who are reviewing and approving dashboard release must submit this form
with their request for a dashboard to mowve to production.

Data Readiness

Report Analyst Manager

Dashboard is connected to semantic model and/or

data warehouse. not live data
Measures are correctly calculated and approved by

business SME

Mo PHI are visible if they should not be

Numbers and figures are consistent with what has
been produced previouslv

Standard Dimension Date table is used

Standardized dimension tables are used for categorical
variables

Release Management Team

Dashboard is connected to semantic model and/or
data warehouse. not live data

Non-PHI data are published to non-PHI dashboard

For PHI data, only security groups who should be

allowed access to PHI are reauested to have access
For Non-PHI data, all user groups who need access

have been identified



Key Takeaways
Data Governance is a team sport
Eﬁ?‘ requiring cross-functional teams

within IT, and input from business
subject matter experts

Don’t try to boil the ocean. Start

with a solid policy framework and
then work toward operationalizing it
piece by piece. Leverage existing
processes whenever possible.

Don’t worry about expensive
software solutions to implement
governance. Start low tech to begin
documenting and work your way
toward fancy software.

Data Governance and Bl
governance go hand in hand. Bl
implementation without data
governance = lipstick on a pig.
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