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What part of the data analytics process concerns you the
most (from a cybersecurity/artificial intelligence

>

>

>

>

perspective)?

Accessing inaccurate data produced by a biased Al platform

Inaccurate/hallucinogenic output

Security of the data while stored (at rest)

Security of the data while in transit

Other
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How do we find the Balance?

Data Accessibility: Data Security:

1. Protects sensitive
information from
cyber threats.

1. Enables quick,
informed decision-
making.

2. Fosters innovation and
efficiency.

2. Ensures compliance
with data protection

3. Empowers teams with regulations.

real-time insights. 3. Maintains trust and

integrity in data
analytics.
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8 Tfh:,erl:;Dété, Dile'mm__a:,é Acce_'_-s_s vs. Security
‘How do you ensure data s both available to

~—those who need it and, at the same time,

pfotected-from unauthorized access?
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What strategies does
your organization use
to verify the integrity
and accuracy of data
before it's used for
decision-making?
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First, Let’'s
clarify some
terms
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What is a Chatbot and how does it relate to a large language model?
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The Data Dilemma: Access vs. Security

How frequently are you using artificial
intelligence tools in your data analytics role?

What platforms are you using?

How are you using them?
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How does your
organization
currently balance
data accessiblility
with security when
using Al-driven
tools?
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What Keeps You Up at Night?

What specific Al-
generated
threats are you
most concerned

about in your
organization?
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The Data Dilemma: Access vs. Security

As artificial intelligence
use becomes more
prevalent in the
coming years, what
concerns you the most
in the area of data
analytics?



The Significance of Trustworthy Data

What steps do you take to protect

sensitive data from Al-generated

threats like deepfake phishing or
synthetic media manipulation?




The Significance of Trustworthy Data

How can analysts leverage Al
transcription and documentation
platforms (e.g., Otter.ai, ReadMe)

while mitigating security risks?
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The Significance of
Trustworthy Data

How do you and your
organization ensure
third-party Al vendors
align with security best
practices?
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hat role does Al
play in disaster
response and Crisis
management for you
and your
organization?




The Significance of Trustworthy Data

How do we best prepare for the
~ future of Al in cybersecurity and

A
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Take the
Next Step
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Defense
in Depth
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Some Initial Steps...

1. Monitor your personal credit reports
* Annualcreditreport.com
« Recommend freezing your credit at all three credit reporting agencies

2. Create an account
» Review account to ensure accuracy of information

3. Review your annual Social Security Statement

» Establish an account profile at
 Verify your income and ensure it is accurate
» Sometimes thieves will use your SSN to be hired and their income shows up as your income

4. My e-Verify

. Enables you to view your E-Verify case history, resolve cases, lock your SSN, and confirm your
employment eligibility.
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https://www.irs.gov/payments/view-your-tax-account
https://www.ssa.gov/myaccount/
https://myeverify.uscis.gov/

123456 123456
password password
12345678 12345

qwerty 12345678

12345 football
123456789 qwerty

football 1234567890

1234 1234567
1234567 princess
baseball 1234

A computer canguess more than |
100,000,000,000 passwords per second. StlII

123456 123456
password password
12345678 123456789

gqwerty 12345678

12345 12345
123456789 111111
letmein 1234567
1234567 sunshine
football qwerty
iloveyou iloveyou

think yours is secure?
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123456
123456789
gwerty
password
1234567
12345678
12345
iloveyou
111111
123123

querty
password
12345678
111111

123123

o 1234567890 111111

1234567

123456

gwerty 3. qwerty

password 4. password
1234567 . 12345

2345678 6. qwerty 123 Iiiﬁﬁﬁiﬁilllll
1234 7. 192w3e
iloveyou 8. 12345678

). 111111
12312 . 1234567890
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1. Use a Digital Password Manager

U bitwarden

@ I{EEPER

)
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U Vaults Send Tools Reports

My vault

{ Search favorites

Owner

1+ Mew item

v All vaults
My vault
New organization

+ Do

All items
Favorites
Login
Card
Identity
Secure note

Folders -
AUGASBDC

Business

CyberArch Docume...
Elaine's

Law Enforcement

Lupo Enterprises, LLC
Lupo Properties, Inc.
Personal

Personal
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EDIT ITEM

Name Folder
[ CR2 - CyberArch J ‘ The University of Georgia v '
Password @ i=
‘ tesscsscssestssssscsees > |
‘ T e S
Match detection @
1] l [ Default match detection v ‘ o)
@ New URI
Carl Vinson UNIVERSITY OF
L e mment &y GEORGIA UGA CyberArch: Personal Cybersecurity




UNIVERSITY OF GEORGIA

MY UNIVERSITY OF

EDIT ITEM # G EORG IA

CyberArch
Name Folder
‘ CR2 - CyberArch | I The University of Georgia ~
Username Password S E))
‘ N-ELBB | FeRRR RN ERERERERRRARRRS @
L. £ -
Login
‘ 15) === ---
Match detection D Log in Reset your password
4 | Default match detection VI )]
- Username *
U] USEerTLAIe.
Password *
= Enter the password that accompanies vour usermanme
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LOGINS
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@ CR2 - CyberArch

TCSS

2Dl 3

UGA Faculty Jobs Login

U'!'.EA Leave Balances

- & 4

Tab Vault Send
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N Generator

6nB~T*XKAhq5j~Ud3@T66W

C
a
What would you like to generate?
O Password
@® Username
OPTIONS
Password type
© Password
@ Passphrase
Length 23 O —
Tab Vault Send Generator  Settings
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A-Z v
a-z v
0-9 4
|@#$%N&* v
Minimum numbers 1
Minimum special 1
Avoid ambiguous characters v
Password history >
Tab Vault Send Generator  Settings
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2. Passwords

Identify two banking accounts and change your passwords

* From something like WeareUGA phrase to

IWE4Are5uG8a@nAtionaltiti3e
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https://www.security.org/how-secure-is-my-password/

2. SeCUritY.org

Your passwords will always

KEEPER :
G]% be secure with Keeper.

é | Start Free Trial
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How long
for your
password
to be
cracked?
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https://www.security.org/how-secure-is-my-password/

3. UserNames

 Change your username

* From ‘yourname’ or your email address
to a phrase such as, 4AWE&cA9In#Dol+t
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S0, What is a PassKey?
.... And Why is it More Secure

Public and Private Keys

https://youtu.be/p-8198091hw?t=207
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4. Multi-Factor Authentication (MFA)

* Whatis it and how do | find it?

 Implement at least, two factor authentication (2FA)
* Text

 Email
* Biometric
* Not just bank accounts
 Consider Google, QBO, Amazon, Facebook, X (Twitter), etc.
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5. Off Site Backup

Activate an online cloud back-up
solution

Carbonite
Iron Mountain

VEEAM Endpoint Backup - Free
* Mirror Images vs. file backups

External Hard Drive
Test your back up
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6. Begin using a Virtual Private Network (VPN)

What is a VPN?

* It creates a secure tunnel
between you and the Internet

It masks your location

* It secures your data transfers

How do | obtain a VPN?

« Search for “the best VPN in 2025”

- Pay versus free versions

« Obtain one with an app for use on
mobile devices

« Usually will select one with 2 or more connections
simultaneously from multiple devices — varies by VPN
provider
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ways {0 the swzft but to those who
keep on running.’ | o
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Connect With Us!

O o

facebook.com Carl Vinson
/VinsonInstitute Institute of Government @CVIOG_UGA

@ www.cviog.uga.edu

]




|
-

UNIVERSITY OF

GEORGIA

Carl Vinson
Institute of Government

Since 1927, the Carl Vinson Institute of Government has been
an integral part of the University of Georgia. A public service
and outreach unit of the university, the Institute of Government
is the largest and most comprehensive university based
organization serving governments in the United States through
research services, customized assistance, training and
development, and the application of technology.
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