
Introduction



The Risk of Data 
Lock-In

• Some supplier contracts may be 
designed to limit your access to data

• Some supplier contracts may 
inadvertently result in limitation of access 
to data

• Without proper procurement 
requirements and contract clauses, 
government agencies may face high fees 
or legal hurdles to retrieve their own data.

• Clear procurement requirements and 
contract terms can prevent these issue.



Real World 
Examples of Data 
Lock-In

• Limited access to important 
data

• Extra costs for data retrieval or 
migration

• Legal or Operational setbacks



Working with your Procurement 
and Legal Team

• Who are we?
• When should procurement and 

contracts be brought into the 
discussion?

• What can we do to help?



Opportunities 
to be involved 

in the 
procurement 

process
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System Integration and 
Operability

• Ensuring compatibility with government systems

• Avoiding supplier lock-in
• Require vendors to use open standards to 

ensure compatibility.
• Specify that data should be exportable in 

widely used formats (e.g., CSV, JSON).
• Avoid vendor lock-in by requiring APIs and 

documentation.



Data Portability & Exit Strategies

• Require suppliers to return data in a usable format upon 
contract termination.

• Define clear transition plans for switching suppliers, 
including responsibilities of both the agency and the 
supplier for transferring data.

• Feasibility?

• Specify the format, structure, and timeline for data 
handover to avoid delays and disruptions

• Include provisions for data migration assistance, 
ensuring the agency can successfully reintegrate the 
data into a new platform.

• Ensure that vendors provide reasonable and transparent 
pricing for data extraction and transfer, preventing 
excessive costs that could hinder data portability.

• Feasibility?



What types of clauses relating to 
data do we typically see in 
contracts?

• Data ownership
• Data location and access
• Data breach notification, response, and 

remedies
• Data back up & recovery
• Data retention and deletion
• Audit & monitoring rights
• Subcontractor restrictions
• Performance metrics &SLA’s
• Termination & data transition assistance



Example of Supplier Language
Agency Access. Agency may access and copy any 
Agency Content in Contractor’s possession at any 
time. Contractor shall reasonably facilitate such 
access and copying promptly after Agency’s request, 
provided Contractor may charge its reasonable then-
standard fees for any such access and copying or for 
any related deconversion of data.



Examples of Clauses: Data and Network Security

*Always seek guidance from your legal counsel- these clauses are simply examples.  



Examples of Clauses

*Always seek guidance from your legal counsel- these clauses are simply examples.  



Examples of Clauses

*Always seek guidance from your legal counsel- these clauses are simply examples.  



Examples of Clauses: Transition and Termination Assistance

*Always seek guidance from your legal counsel- these clauses are simply examples.  



Examples of Clauses: Transition Assistance Period

*Always seek guidance from your legal counsel- these clauses are simply examples.  



Examples of Clauses: Transition Assistance Period

*Always seek guidance from your legal counsel- these clauses are simply examples.  



Examples of Clauses: Transition Assistance Period

*Always seek guidance from your legal counsel- these clauses are simply examples.  



Examples of Clauses: Transition Assistance Period

*Always seek guidance from your legal counsel- these clauses are simply examples.  



Examples of Clauses: Cooperation

*Always seek guidance from your legal counsel- these clauses are simply examples.  



Examples of Clauses

*Always seek guidance from your legal counsel- these clauses are simply examples.  



What worked in our 
real-life examples?



In summary….
• Include in vendor contracts 

from the start.
• Options for data extraction:

• Custom ETL processes
• Vendor APIs
• Vendor willingness to drop 

files on sftp, dropbox, etc...
• For contract renewals, 

incorporate data into the 
renewal. 

• Procurement processes and 
templates could be modified 
to include suggested 
language.



Q&A
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